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NudopmanuonHasi naMsATKA I 00y4arOLINXCS
C KaXIbIM TOJJOM MOJIOJIS)KM B WHTEPHETE CTAHOBHUTHCS OOJbIIE, a INKOJbHUKH OJHM W3 CaMbIX aKTHBHBIX
nojb3oBareneil Pynera. Mexay TeM, NOMHMO OIPOMHOTO KOJIMUECTBA BO3MOXKHOCTEH, HMHTEPHET HECeT |
mpo0ieMbl. DTa maMsATKa JOJDKHA TIOMOYb Tebe 0€301acHO HaXOUThCS B CETH.
KomnbrorepHbie BUpychl
KoMItbroTepHBIil BUPYC - 3TO Pa3HOBHUAHOCTh KOMITBIOTEPHBIX MPOrPaMM, OTIMYUTEIILHONH 0COOCHHOCTBIO KOTOPO
SIBJISIETCSL CIIOCOOHOCTh K Pa3MHOXKEHHIO. B JiomosHeHne K 3TOMY, BUPYCHI MOTYT MOBPEIUTh WM IOJHOCTBIO
YHHYTOXHUTh Bce (ailibl M J1aHHBIE, MOAKOHTPOJIBHBIC IIOJIB30BATEN0, OT MMEHH KOTOPOTO Oblia 3amylleHa
3apaxéHHAasl MPOrpaMMa, a TaKkKe MOBPEIUTh WIIM JIaKe YHUUYTOXKUTD ONEPAIIMOHHYIO CHCTEMY cO BceMH (aitmamu B
1enoM. B GosbIIMHCTBE CiTydaeB pacpoOCTPaHIIOTCS BUPYCHI Uepe3 HHTEPHET.
MeTO}:[])I 3alIUTBI OT BPEIOHOCHBIX IPpOrpamMm:
1. Vcnonb3yii COBpeMEHHBIEC OIEPAOHHbIC CHCTEMBI, HMEIOIINE CEPhE3HBIA YPOBEHD 3alUTHI OT BPEJOHOCHBIX
Iporpamm;
2. TlocrosiHHO ycTaHaBiIMBail mauTu (UHU(POBBIC 3aILIATKH, KOTOPHIE aBTOMATHYECKH YCTAHABIMUBAIOTCS C LEJIBIO
JIOpaOdTKN TpOrpaMMbl) W JApyrue OOHOBIICHMs CBOEH omnepanuoHHON cucteMbl. CkauMBail HMX TOJBKO C
odurmanzpHoro caifta pazpadorunka OC. Ecim cymecTByeT peskuM aBTOMaTHYECKOTO 0OHOBJICHHS, BKITFOUH €T0;
3. PaGoraii Ha CBOEM KOMIIBIOTEpE I0J IIPaBaMK MOJIB30BATENS, 4 HE AJMUHUCTPATOpA. DTO HE MO3BOJIUT
OOJIBIIMHCTBY BPEOHOCHBIX MPOTPaMM HHCTAJUTMPOBATHCS HA TBOEM MEPCOHATBHOM KOMIIBIOTEPE;
4. Vcnonb3yil aHTHBHPYCHBIC NPOTPAMMHBIC MPOMYKTHI H3BECTHBIX IIPOU3BOAUTENCH, C aBTOMATHYCCKHM
oOHoOBIIEHHEM 0a3;
5. Orpannus dusmdeckuii 1OCTYI K KOMITBIOTEPY IS IIOCTOPOHHHKX JIAIL,
6. Vcnosp3yil BHEHIHKE HOCHTEIH MH(POPMAIUH, TaKue Kak (uiemika, MUCK Wid (aill U3 WHTepHETa, TOJIbKO U3
podepeHHBIX NCTOUHUKOB;
7. He oTKpbIBaii KOMITbIOTEpPHBIC (aiiiibl, MONYICHHBIC W3 HEHAJEKHBIX MCTOYHUKOB. Jlake Te (ailibl, KOTOpbIE
TIpUCIIall TBOH 3HaKOMBIH. JIydlne yTouHu y Hero, OTIIpaBIIsI JIU OH TeOe HX.
Cerun WI-FI
Wi-Fi - s10 He BHI mepegayd JaHHBIX, HE TEXHOJOTHS, a BCEro jwuiib OpeHna, mapka. Eme B 1991 romy
HUJEpIaHjAcKas KoMmmaHus 3apeructpupoBana Opern «WECAy», uro 0003Hauano CIoOBOCOYECTAHHE
«Wireless Fidelity», KoTopbIif mepeBOIUTCS KaK «OeCIIpOBOIHAS TOYHOCTHY.
Jlo Hamero BpeMeHH AOIIIa Apyras adbopeBuarypa, KOTopas SBISIETCS TaKOM ke TexHojorueir. 3to abOpeBuaTypa
«Wi-Fi». Takoe Ha3BaHue OBLJIO JaHO ¢ HAMEKOM Ha CTAHAAPT BBICIINN 3BYyKOBO# Texuuku Hi-Fi, uto B mepeBoje
03HAYAET «BBICOKASI TOYHOCTHY.
Ja, OGecriaTHbI MHTEPHET-IOCTYN B Kade, OTeIsIX M adporoprax SBISETCS OTIMYHON BO3MOXHOCTBIO BBIXOJA B
nHTepHeT. Ho MHOTHE SKCIepThl CUMTaIoT, uTo odmmenoctynasie Wi-Fi cetn He sBistoTCst 0€30MaCHBIMU.
CoBeTbl 110 6€30NaCHOCTH padoTe B 00men0cTYNHbIX ceTsax Wi-fi:
1. He nepenagait cBoro nmuunyro nHbpopmanuio yepes oouienoctynusie Wi-Fi cetn. Pabotast B HUX, jKelaTesIbHO He
BBOJIUTH TAPOJIN JIOCTYIA, JIOTHHBI M KAKNE-TO HOMEPa;
2. Vcronp3yii W OOHOBISH aHTHBHPYCHBIC TPOTPaMMBI U Oparamayep. Tem caMmbiM Thl 06Ge30macuiis ceOst OT

3aKa4yKy BUpyca Ha TBOE YCTPOUCTBO;



3. Tpu ucnons3oBanun Wi-Fi orkioun Gpyrkumio «O0mmii nocryn x daiinam u npuarepamy». Januas GyHKIHSL
3aKpbITa 110 YMOIYaHHUIO, OJJHAKO HEKOTOPHIE MOJIb30BATENIN aKTUBUPYIOT €€ /sl y100CTBa HCIOJIB30BaHUs B padoTe
nnn y4eoe;

4. He ucnons3yii myomuuneiii WI-FI s nepeaaun JIUYHBIX JaHHBIX, HATPUMEp JUTS BBIXOJA B COLMATBHBIC CETH
WIN B SJIEKTPOHHYIO TIOYUTY;

5. Hcnonp3yit Tonbko 3amumienHoe coennnerne uepes HTTPS, a we HTTP, T.e. mpu HaGope BeG-aapeca BBOIH
umeHHo «https://»;

6. B moGmwibHoM TenedoHe otkimoun ¢Qyakimo «[lomkmodenne k Wi-Fi aBromarmuecku». He momyckaii
aBTOMATHYECKOTO TOAKITIOYCHUS YCTpoiicTBa K ceTsim Wi-Fi 6e3 TBoero cormacus.

CounajbHble ceTH

CoumanbHbIe CETH aKTUBHO BXOJISIT B HAIIY JKU3Hb, MHOTHE JIIOJIM PadOTAIOT M XXMBYT TaM MOCTOSIHHO, a B Facebook
YK€ 3aperucTpupoBaH MWUIMAp] 4YEJOBEK, YTO SBJSETCS OJHOW CEAbMOW BCeX JKHUTENeH IuiaHeTbl. MHorue
MI0JTb30BATENN HE MMOHUMAIOT, YTO MH(OPMALHS, pa3MEIIEHHAs IMH B COIIMAJIBHBIX CETSIX, MOXKET OBITh HalIeHa U
UCIIOJIb30BaHa KEM YTOJJHO, B TOM YHCIIE He 00513aTeIbHO ¢ OlarnMu HaMepeHUsIMU.

OcHOBHBIE COBETHI 110 0€30ITaCHOCTH B COLIMAJIbHBIX CETHAX:

1. Orpannus crincok apy3seit. Y Tebs B Ipy3bsX HE TOIDKHO OBITH CITyYaifHBIX  HE3HAKOMBIX JFOJICH;

2. 3amuimaii CBOIO 4acTHYIO Ku3Hb. He ykasbiBaii mapounu, TeneoHsl, ajpeca, AaTy TBOSTO POXKACHHUS H APYTYIO
JUYHYI0 MHGOPMaIHIO. 3JI0YMBIINIICHHUKH MOTYT HCIIOJB30BaTh Jake MH(POPMAIMIO O TOM, KaK Tbl U TBOH
POIMTENH TUITAHUPYETE TIPOBECTH KAHUKYJIbI;

3. 3amumaii cBOW pemyTamuio - JEpKH ee B YMCTOTe M 3agaBail ceOe BOMPOC: XOTeld Obl ThI, YTOOBI JApYyrue
TI0JIb30BATENN BUJIEIH, YTO ThI 3arpyxaeinb? [Togymai, npex/ie ueM 4To-To oIyOJIMKOBaTh, HAIMCATh U 3arPy3UTh;
4. Ecnu Tl TOBOPHILB C JIFOJbMH, KOTOPBIX HE 3HACIIb, HE HCIIOJNB3YH CBOE peaabHOC MMs M IPYTYIO JIHYHYIO
nH(OpMAaLUK: UM, MECTO JKUTEIBCTBA, MECTO YueObI U Ipouee;

5. UsGeraii pasmemenus (ororpaduii B Mureprere, rae Thl M300paXeH HA MECTHOCTH, 110 KOTOPOH MOYKHO
OIIPE/ICNIUTh TBOE MECTOIIOJIOKEHHUE;

6. Ilpu perucrpanuu B CONMATBHON CETH HEOOXOAMMO HCIONB30BATh CIOKHBIC MApPOJIH, COCTOSIINE M3 OYKB U
idp ¥ ¢ KOJIMUECTBOM 3HAKOB HE MEHee §;

7. Jlns coumanbHOM CeTH, IMOYTHI U JPYrHX CAiTOB HEOOXOIMMO HCHOJIB30BaTh pasHble maposi. Toraa eciu
Te0s1 B3JIOMAIOT, TO 3JI0YMBIIIIEHHUKH IIOJIy4aT ZOCTYII TOJIBKO K OJHOMY MECTY, a He BO BCE Cpasy.
DJIeKTPOHHbBIE IeHbI U

DJIEKTPOHHbBIE IEHBI'M — 3TO 04Y€Hb YIO0OHBIH CIIOCO0 ruaTex e, 0IHAKO CYIIECTBYIOT MOIIEHHUKH, KOTOPBIE XOTSIT
TIOJTYYUTb 3TH JICHBI'H.

DJIEKTPOHHbIE JCHBIU TOSBHIIUCH COBCEM HEJABHO M MMEHHO HM3-32 3TOT0 BO MHOTHMX TOCYJapcTBaxX JI0 CUX IOp HE
MIPOTIMCAHO NPO HUX B 3aKOHAX.

B Poccun ke oHM (QyHKIMOHUPYIOT M O HUX YXK€ HPOITUCAHO B 3aKOHE, IJIe MX Pa3JeIsIFoT Ha HECKOJbKO BHJIOB -
AQHOHMMHbIC W HE aHOHHWMHBbIC. Pa3HHIIA B TOM, YTO aHOHMMHBIC - TO T€, B KOTOPBIX pa3periaeTcsi MpOBOIUTH
orepary 6e3 HMIACHTH(UKAIMU TOJB30BATEINs, & B HEAHOHWMHBIX HWJICHTU(QHUKALUK I10JIb30BATENS SIBISIETCS
00s13aTENBHON.

Taroke crenyeT pasiau4arh IEKTPOHHbIE (HUATHBIEC JICHBI'W (PaBHBI TOCYAAPCTBEHHBIM BAIIOTaM) W JJICKTPOHHBIE
HeHUaTHBIC ICHBIH (HE PaBHBI TOCYJAPCTBEHHBIM BAIIOTAM).

OcHOBHBIE COBETHI N0 §€30MaCHOI padoTe ¢ YTeKTPOHHBIMH IeHbIAMH:



1. TlpuBsku K cyeTy MOOHJIBHBIA TenedoH. DTO caMmblii yIOOHBII U OBICTPBIA CIIOCOO BOCCTAHOBUTH JOCTYI K
cuery. I[IpuBsizannblli TenedoH moMosker, eciu 3a0yJenib CBOM IUIATEKHBIM Mapoib WIM 3aiijielllb Ha CalT C
HE3HAKOMOI'0 yCTPOHCTBA;

2. Ucnone3yii oqHOpa3oBbie mapoiu. [locie rnepexoja Ha YCHICHHYIO aBTOPU3ALio Te0e yiKe He OYAeT yrpoKaTh
OMACHOCTb KPaXkM WIIM IIEpEXBATa IJIATEXKHOTO Mapos;

3. Buibepu cnokHbIi mapois. [IpecTynHrkam OyaeT He MPOCTO yraaaTh CIOKHBIN mapons. HamxexHble mapoinn —
9TO MapoJIv, KOTOPBIE COJiepKaT He MEHee 8 3HAKOB M BKJIIOYAIOT B Ce0Sl CTPOYHBIC U MPOMKUCHBIE OYKBBI, IU(PPHI U
HECKOJIbKO CHMBOJIOB, TaKHE KaK 3HAK JoiUIapa, (hyHTa, BOCKIUIATENbHBIN 3HaK U T.11. Hammpumep, StROng!;;

4. He BBOIM CBOM JINYHBIC TAHHBIC HA CAlTaX, KOTOPHIM HE IOBEPSICIIIb.

DJIeKTPOHHASA MOYTA

DneKTpoHHAas M0YTa — 3TO TEXHOJIOTUS U MPEIOCTaBISIEMbIE €0 YCIYTH 0 IEePEChUIKE U MOIyUYEHHUIO 3JIEKTPOHHBIX
COO0O0IIEeHNH, KOTOPBIE PACTIPEAEISIFOTCSI B KOMITBIOTEPHOH ceTH. OOBIYHO JIEKTPOHHBIN TTOYTOBBIH SIIIUK BBITJISANT
creayromyM 00pa3oM: WML TIOJIB30BATENI(@KUMS_JIOMEHa. Tarkke KpoMme Mepelaud MPOCTOrO0 TEKCTa, MMEETCs
BO3MOXKHOCTb IIepe1aBaTh (paiiibl.

OcHoBHBIE COBETHI 110 0€30NMacHOii padoTe ¢ JIEKTPOHHOI II0YTON:

1. Hamo BBIOpaTh MpaBHJIBHBIA MOYTOBBIA CepBUC. B MHTEpHETE €CTh OTPOMHBINA BHIOOpP OECTIIATHBIX MOYTOBBIX
CEPBHCOB, OJTHAKO JIy4IIle JOBEPSTh TEM, KOTO 3HACIIb U KTO MEPBBII B pelTUHTE;

2. He wykasbiBaii B JMYHOM mnOuYTe JMYHY0 uHpOpManuio. Hampumep, Jydiie BbIOpaTh
«MY3BIKaTBHBIN _(haHaT@» i «pok2013» BMecTo «remal3y;

3. Hcnonp3yil ABYXdTalHyl0 aBTOPU3ALMIO. JTO KOIJa MOMHMO Mapojsi HYKHO BBOAUTH KO,
IpUCkIIaeMblil mo SMS;

4. Breibepu CIOXKHBINA Mapojib. JJsi KaXJ0ro MOYTOBOTO SIIMKA JOJKEH OBITh CBOM HaJIEKHBIH,
YCTOWYUBBIN K B3JIOMY MapOJib;

5. Eciu ecTb BO3MOXKHOCTD HAITHCATh CAMOMY CBOM JIMYHBIN BOIIPOC, HCIIOIb3YH 3TY BO3MOYKHOCTH;

6. Vcnonb3yit HECKOJIBKO IIOYTOBBIX AIIUKOB. [IepBbIil sl YaCTHOM IIEPEITHCKH C apecaTaMu, KOTOPBIM ThI
JIOBEpsIeIITb. JTO SJIEKTPOHHBIN aJIpec He HAI0 MCTIOIB30BaTh IIPU PErUCTPAIK Ha (hopymMax u caTax;

7. He oTKpbIBaii (haiiisl 1 Ipyrie BIOKCHHUSI B MIChMaX JaKe eCIM OHU NPHIILTH OT TBOHX Apy3eid. Jlydire yTounn y
HUX, OTHPABJISUIN JIX OHU TeOe 3T (ailibl;

8. Tlociie okoH4anust paboOThl HA MOYTOBOM CEPBUCE IEPE] 3AKPHITUEM BKIAJAKU C CAUTOM He 3a0yjib HAXKATh
Ha «BeriATi.

Ku6ep0OyuiuHT WK BUPTYaJibHOE U3/1€BATEIHCTBO

KubepOynmnuHr — TpecienoBaHne COOOLICHHMSIMH, COJEp)KAIMMH OCKOPOJIEHUs, arpecchio, 3aryrHBaHUE;
XYJIMTQHCTBO; COIMANbHOE OOWKOTUPOBAHKE C TOMOIIBIO PA3IMYHBIX HHTEPHET-CEPBUCOB.

OcHoBHbIE coBeThI 110 60pbLOe ¢ KudepOyIIHHIOM:

1. He Gpocaiicst B 6oii. Jlyummmit croco6: MOCOBETOBATHCS Kak cebs BECTH M, €CIM HET TOTO, K KOMY MOYHO
00paTuThCS, TO BHAYaJe YCIIOKOUTHCSA. ECiM ThI HadyHEIb OTBEYaTh OCKOPOJICHUSAMH Ha OCKOPOJICHHUS, TO TOIBKO
erie OoJIbIIe pa3oXoKenb KOH(IMKT;

2. Ympasstii CBOE#H KnbepperyTarmei;

3. AHOHUMHOCTH B ceTH MEUMas1. CyIIECTBYIOT CIIOCOOBI BBISICHUTh, KTO CTOUT 38 aHOHMMHBIM aKKayHTOM;

4. He cTOMT BecTH XYJIWUTAaHCKHHA 00pa3 BUPTYaJbHOH >ku3Hu. MHTEepHeT (uKcHpyeT Bce TBOM ACHCTBHSA U
COXpaHsIeT ux. Y JaIuTh UX OyneT KpailHe 3aTpyJHUTEIIBHO;

5. Coburoait cBOI BUPTYaJIbHYIO YeCTh CMOJIOLY;



6. Urnopupyii enquuuunbiii Heratus. OQHOPa30Bble OCKOPOHUTENbHbIE COOOIICHUS JIy4Ile UTHOPUPOBATh. OOBIYHO
arpeccusi IpeKpanaeTcst Ha HauaJIbHOM CTauHn;

7. Ban arpeccopa. B mporpammax oOMeHa MTHOBEHHBIMU COOOIICHUSIME, B COLMATBHBIX CETSIX €CTh BO3MOIKHOCTh
OJIOKMPOBKH OTIPABKH COOOIIEHNH C ONPE/ICIICHHBIX apECcoB;

8. Ecau TbI cBHmeTens KubepOyutiHra. TBOM ASHCTBHS: BBICTYIHTH IIPOTHB IIPECIIEA0BATEIsI, TOKAa3aTh €My, 4TO
€ro JEWCTBHS OLEHMBAIOTCS HETAaTUBHO, IOJAEPKaTh J>KEPTBY, KOTOPOH HyKHAa IICHXOJIOTHMYECKAas IOMOILb,
COOOMINTD B3pOCIBIM O (DAaKTE arpecCHMBHOTO ITOBEJCHUS B CETH.

MoOnabHbli Tesaedon

CoBpemeHHBIE cMapT(OHBI U IUTAHIIETHI COAEPKAT B cebe BIOIHE B3POCHBIH (DYHKIIMOHAT, M TETEePh OHH MOTYT
KOHKYpPUPOBATh CO CTAllMOHAPHBIMH KOMIbioTepamu. OJHAKO, CPEJICTB 3alUThl sl MOAOOHBIX YCTPOHCTB IOKa
odeHb Mano. TecTupoBaHHE M MOMCK YSI3BUMOCTEH B HUX INPOMCXOAMT HE Tak MHTeHCHBHO, Kak mius IIK, To xe
camoe KacaeTcst U MOOMIIbHBIX TPHI0KEHHH.

CoBpeMeHHBIE MOOWIIBHBIE Opay3epbl yKe€ MPAaKTHUECKH JOTHAJIM HACTOJIBHBIE AHAJOTH, OJHAKO pPACIINpEHHE
(yHKIMOHaNA BiIeUeT 3a CO00ii OOJIBIIYIO CIOKHOCTh U MEHBILYIO 3aIUIICHHOCTb.

HaﬂeKO HC BCC IPOU3BOAUTCIIA BBIITYCKAIOT O6HOBJ’ICHI/I$I, 3aKpPBIBAOMINE KPUTHUCCKUE YA3BUMOCTU JId CBOUX
YCTpPOICTB.

OcHOBHbBIE COBETBI AJIs 0€e30macHOCTH MOOHJILHOTO Te.ne(bona:

1. Hudero He sBISIETCS [0-HACTOAIIEMY OecILIaTHBIM. byIb ocTOposkeH, Belib KOTaa TeOe mpeuiararoT

OecrIaTHBII KOHTEHT, B HEM MOTYT OBITh CKPBITHI KAKHE-TO TUIATHBIC YCIIYTH;

2. JTymaii, npesxe ueM otrpasuth SMS, Goto wiu Bueo. Thl TOYHO 3HAEIID, T/I¢ OHU OYAYT B KOHCYHOM HTOre?

3. Heo06x0aumMo 0GHOBIISATE OMIEPAILIMOHHYIO CHCTEMY TBOETO cMapTdoHa;

4. Vcnonb3yii aHTUBHPYCHBIE IIPOTPAMMBI [T MOOHIIBHBIX TEIC(OHOB;

5. He 3arpyxaii npuaoxeHHs] OT HEH3BECTHOTO HCTOYHHKA, BEJb OHM MOTYT COJCP)KATh BPEIOHOCHOE
[IPOrpaMMHOE 00eCIIeYCHHE;

6. Ilocrme TOro Kak ThI BBIMICIIb C caiiTa, Ile BBOIWI JHYHYIO HH(POPMAIHUIO, 3aliIu B HACTPOWKH Opaysepa
u yianu cookies;

7. Ilepuoanyecku NpoBepsiii Kakue IIATHBIE YCIYTH aKTHBUPOBAHBI HA TBOEM HOMEPE;

8. JlaBaii cBOit HOMEP MOOMIIBHOTO Teie()OHA TOJIBKO JIFOSIM, KOTOPBIX Thl 3HAEIIb U KOMY J0BEpSiEllib;

9. Bluetooth josmKeH ObITh BBIKJIFOUYEH, KOT/IAa Th UM HE T10Jb3yelibest. He 3a0biBaii HHOTIA [POBEPATH ITO.
Online urput

COBpeMeHHLIe OHHaﬁH-HFle - OTO KpaCOYHBIC, 3aXBAaTBIBAIOUINE PA3BJICUCHUS, O6’I)CI[I/IH${IOL[II/IC COTHHU ThBICAY
YeNIoBeK Mo BceMy MHpY. Urpoku mccrnenyroT JaHHBII UM MHUP, OOIIAIOTCS APYT C APYTOM, BBIMOJHSIOT 3aJaHUs,
CpaXkaloTcs ¢ MOHCTPaMM M IIOJYYAlOT OIBIT. 3a YJOBOJBCTBHE OHM IUIATAT: TOKYMAlOT [HCK, OIJIAYMBAIOT
aOOHEMEHT WM TPUOOPETAIOT KaKHEe-TO OIILIUH.

Bce oTH cpesncTBa mayT Ha HMOAJIEp)KaHUE M PA3BUTHE UIPHI, a TaKKe HA caMy O€30MacHOCTh: COBEPIICHCTBYIOTCS
CHCTEMBI AaBTOPHW3AINH, BBIMYCKAIOTCS HOBBIE MaTdd (IMGPOBBIE 3amIaTKH JIsI TPOTPaMM), 3aKpBIBAIOTCS
YSI3BUMOCTH CEPBEPOB.

B 10100HBIX UTpax CTOMT OMAacaThCsl HE CTOJIBKO CBOMX CONEPHHUKOB, CKOJIKO KPaXKH TBOETO IMapoJis, HA KOTOPOM
OCHOBaHa CHCTEMa aBTOPH3ALMH OOJIBIIMHCTBA UTP.

OcHOBHBIE COBETHI 110 0€30IaCHOCTH TBOEI'0 HT'POBOI0 aKKayHTa:

1. Ecmu apyroii Urpok BeseT ceOst MIOX0 MM cOo3/aeT Tebe HENMPHUATHOCTH, 3a0JIOKUPYH €T0 B CIMCKE UTPOKOB;



2. Tloxanyiicst aAIMHHHCTPATOPAM HIPbI HA IUIOXOE IOBEICHUE TOr0 MIPOKA, JKEIATEIBHO MPUIOKHUTH KAKUE-TO
JI0Ka3aTeNIbCTBA B BUJIE CKPUHOB;

3. He yka3biBaii TuuHyt0 nHGOPMALHUIO B IIPO(aiiie Urpbl;

4. YBaxaii Apyrux y4aCTHHKOB 10 HIDE;

5. He ycTanaBiuBaii HeouIMaIbHbIC MATYH U MOJIBL;

6. Hcmons3yii CIOKHBIC M pa3HBIE TApOJIH;

7. Haxe BO BpeMs UIPHI HE CTOHMT OTKJIIOYaTh aHTUBHpYC. [I0Ka T Hrpaeiib, TBOH KOMIBIOTED MOTYT
3apa3UTh.

DOUIIMHT 1IN Kpaka JUIHbIX JAaHHbIX

OOBIYHOM Kpakel JEHET U JOKYMEHTOB CETOJHS YK€ HUKOTO HE YAWBHIIb, HO C Pa3BUTHEM HHTEPHET- TEXHOJIOTHH
3JI0yMBIIIJICHHUKH EPEMECTIIINCH B HHTEPHET, U MPOAODKAIOT 3aHUMATHCS «TIOOMMBIMY JIETIOM.

Taxk mnosBHiack HOBasi yrpos3a: MHTEPHET-MOIICHHHUYECTBA WJIM (DUIIUHT, TJIaBHAs IElIb KOTOPOTO COCTOHUT B
MOJTYYCHUN KOH(PHUICHIMAIBHBIX TAHHBIX I0JIb30BaTENeH — JIOTMHOB M maposiei. Ha anrmmiickom s3bike phishing
yuraercs Kak GumuHr (ot fishing — peiGHas noBist, password — naposis).

OcHoBHbIE coBeThI 10 H0pbie ¢ PUIHHTOM:

1. Cneau 3a cBouM akkayHTOM. Ecmu Thl MOJ03peBaciib, YTO TBOS aHKeTa ObLTa B3JOMaHa, TO HEOOXOIHUMO
3a0JI0KMPOBATh €€ M COOOIIUTE aJIMHHUCTPATOPaM pecypca 00 3TOM KaKk MOXHO CKOpPEe;

2. Ucrnone3yii 6e30macHbie BeO-CaiiThl, B TOM YHCIIC, HHTEPHET-Mara3iHOB M TOMCKOBBIX CHCTEM;

3. Hcnonb3yil ClIOKHBIE M pa3Hble Maponu. Takum o0pa3oM, eciu Te0s B3IOMAIOT, TO 3II0yMBIIICHHUKH MOJTydYar
JIOCTYII TOJIKO K OJJHOMY TBOEMY TPO(DUIIIO B CETH, & HE KO BCEM;

4. Ecnu Tebsi B3IOMAIM, TO HEOOXOAUMO MPEAYNPEIUTh BCEX CBOMX 3HAKOMBIX, KOTOpbIE N00aBieHBl y TeOs B
JpYy3bsX, O TOM, 4TO TeOs B3JIOMalM M, BO3MOXKHO, OT TBOETO MMEHM OYAET pacChlIaThCsl CllaM M CCBUIKH Ha
(UIIMHTOBBIE CAMTBI;

5. Vcranosu nanexusiii mapoins (PIN) Ha MoOMITBHBI TeTehOH;

6. OTrIIFOYM COXpaHEeHHE HapoJis B Gpaysepe;

7. He oTKpbIBaii (haiisel ¥ APYTHe BIOKEHUS B IUCbMAxX Ma)Ke eCIIH OHH MPHIILTA OT TBOHX JApy3ei. JIydie yTouHu y
HUX, OTHPABIISIIIN JIU OHU TeOe 3TN (ailiIbl.

Mudposas penyrauus

[udposas peryranusi - 3TO HETaTHBHAS WIM TO3UTHBHAs HH(popManus B ceTH o Tebe. Kommpomerupyromas
nHpopmanusi pa3MelieHHas: B MHTEPHETE MOXKET CePbEe3HbIM 00pa3oM OTPA3UTHCS HAa TBOCH peasibHOM KU3HH.
«ludposas pemyramus» - 3T0 TBOW UMUK, KOTOPBI hopmupyeTcst u3 nHGopmanuu o Tede B HHTEpHETE.

TBOe MecTo KHTENbCTBA, YU4eObl, TBOC (PMHAHCOBOE MOJIOKEHNE, OCOOCHHOCTH XapakTepa M PaccKasbl 0 OJIM3KHX -
BCE 3TO HAKAIUIMBAETCA B CETH.

MHoOrHUe MoJPOCTKU JISTKOMBICICHHO OTHOCSTCS K IyOJIMKalMK JUYHOW MHpopManuu B MHTepHeTe, HEe MOHUMAas
BO3MOJXKHBIX MTOCIEJACTBUH. THI Jaxke HE CMOXKEIIb JJOrafaThCst O TOM, 4TO (hoTorpadus, pasMelleHHas 5 JeT Ha3al,
cTasia MPUYMHON OTKa3a MPUHATH TeOs Ha paboTy.

Kommenrapuu, pasMerienne TBoux (ororpaduii n apyrue IeHCTBUSI MOTYT HE UCUE3HYTD JaXKe MOCIIE TOT0, KaK Th
UX yJanumb. Thl HE 3Haemb, KTO COXPAaHWJI 3Ty WH(QOPMANHWIo, IMOMaja U OHA B IOUCKOBBIE CHCTEMBI U
COXpaHMIIACh JIM OHA, a IIABHOE: YTO MOJYMAIOT O TeOe OKpY’Karollee JII01, KOTOPbIe HAlIyT U yBUIAT 3T0. Haiitn
MHGOPMALINIO MHOTO JIET CIIYCTSI CMOJKET JII000# - Kak M3 JOOPBIX MOOYKICHNWH, TaK M ¢ HAMEPEHHUEM MPUIHMHNATH
Bpe/. ITO MOXKET ObITh KTO YT'OJTHO.

OcHoBHBIE COBETHI 10 3a1UTe HU(PPOBOI penyTanuu:



1. Moxymaii, mperx e 4eM 4TO-TO MyOJIMKOBATh U MepeaaBaTh y ceOst B O10re MM B COLMATIBbHOM CeTH;

2. B HacTpoiikax mpoduiisi yCTAaHOBH OIPaHUYCHHS HA IPOCMOTP TBOETO MPOMHIIS M €r0 COASPIKMMOTO, CANall ero
TOJIBKO <IJISL APY3Ei»;

3. He pa3mernaii u He yKa3biBail HHPOPMAITHIIO, KOTOPAs MOKET KOTO-JTHO0 OCKOPOIIATH HITH OOMKATH.

ABTOpCKOE IPaBo

CoBpeMeHHBIC MIKOJIBHUKHI- aKTHBHBIC MOJTb30BaTeNH HU(GPOBOro mpocTpancTea. OHAKO JANeKO HE BCE 3HAIOT, YTO
[I0JIb30BAHHE MHOTMMH BO3MOXKHOCTSMH LIM(POBOrO MHpa TpeOyeT COONIIONCHUS IpaB Ha HHTEIUICKTYaJIbHYIO
COOCTBEHHOCTb.

TepMHUH «MHTEIUIEKTyalbHas COOCTBEHHOCTB) OTHOCUTCS K PA3JIMYHBIM TBOPCHHUSM YEJIOBEYSCKOTO yMa, HauHHas C
HOBBIX M300PETCHHUI M 3HAKOB, 0003HAUYAIOIINX COOCTBEHHOCTh HA MPOIYKTHI U YCIYTH , ¥ 3aKaHYMBas KHUTAMH,
¢dororpadusmu, KHHOPIIBMAMA U MY3BIKaJILHBIMH ITPOU3BEICHUAMI.

ABTOpCKHE TpaBa - 3TO MpaBa Ha WHTEUICKTYalbHYIO COOCTBEHHOCTh Ha TPOM3BEACHHS HAYKH, JTUTCPATYpPHI H
HCKycCTBa. ABTOPCKHE ITpaBa BBICTYIAIOT B KayecTBE FapaHTHH TOTO, YTO HWHTEIUICKTYaIbHBIH/TBOPUYECKUI TPYX
aBTOpa He OyJeT HalpacHBIM, AAacT €My CIpaBeAIMBbIC BO3MOKHOCTH 3apaboTaTh Ha PE3yJIbTaTax CBOETO TPYAa,
MOJNyYUTh M3BECTHOCTh M MNpu3HaHHe. Hukro 0e3 paspelieHuss aBTOopa HE MOXET BOCIHPOU3BOAUTH €ro
MIPOM3BEICHUE, PACHPOCTPAHATh, IMyOJINYHO NEMOHCTPUPOBATH, MPOJABATH, UMIIOPTUPOBATH, MyCKaTh B IPOKAT,
MyOJIMYHO MCIIONIHATD, IIOKA3bIBATh/UCHIONHATE B 3Upe Wiu pazmeruats B ViHTepHeTe.

Hcronb30BaHue «IMHPATCKOr0» MPOTPAMMHOTO OOECICUCHHST MOXKET MPHBECTH K MHOTHM PHCKaM: OT MOTEPH
JIAHHBIX K TBOMM aKKayHTaM J10 OJIOKHPOBKH TBOETO YCTPOICTBA, I'/le yCTAHOBJICHHBIH He JieraibHas nporpamma. He
CTOMT TaK)Ke 3a0BIBATh, YTO CYLIECTBYET JICTAIBHBIC H OSCIUIATHBIE IPOIPAMMBI, KOTOPBIC MOYKHO HAMTH B CETH.

O nopraJe

CereBHYOK.p(- TBOII IMIABHBIN COBETYHK B CETH. 3/ECh Thl MOXEIIb Y3HATh O OC30MACHOCTH B CETH MOHSITHBIM U
JOCTYIHBIM S3bIKOM, a IMPU BO3HUKHOBCHUU KpHTH‘IeCKOﬁ CUTyaluu 06paTI/ITLCﬂ 3a COBETOM. A TaKxke MIPUHATH
ydacTHe B KOHKYPCax U CTaTh CaMbIM HU(POBBIM IPaKIaHHHOM!
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